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Speed

APNIC 2013 r more often than IPv4 is.
Cisco 2014 er more often than IPv4 is.
TWC 2014 % faster on average.

Akamai 2016 zW) 95% sites are 15% faster.
LinkedIn 2016 S often 15-25% faster.

Facebook 2017 Is 30-40% (or less) faster.

APNIC vesterda In most regions, IPv6 is 20ms faster.


https://conference.apnic.net/data/38/2014-09-17-v6-performance_1410222276.pdf
https://www.slideshare.net/apnic/bo-f-6ericvyncke20140916vyncke6labipv6measurespptx
https://www.youtube.com/watch?v=Ftoy2tp4kDM&feature=youtu.be
https://blogs.akamai.com/2016/06/preparing-for-ipv6-only-mobile-networks-why-and-how.html
https://www.linkedin.com/pulse/ipv6-measurements-zaid-ali-kahn/
https://community.infoblox.com/t5/IPv6-CoE-Blog/Can-IPv6-Rally-Be-Faster-than-IPv4-Part-1/ba-p/6419
http://dl.acm.org/citation.cfm?doid=2959424.2959429
https://stats.labs.apnic.net/v6perf/XA

Value of a Millisecond

“‘Every 100ms of
latency costs 1%
in Sales”

“Traffic and revenue ... dropped by 20%. . . Half a second
delay caused a 20% drop in traffic.”

https://www.retevia.net/seo/



https://www.gigaspaces.com/blog/amazon-found-every-100ms-of-latency-cost-them-1-in-sales/
https://www.akamai.com/uk/en/about/news/press/2017-press/akamai-releases-spring-2017-state-of-online-retail-performance-report.jsp
https://www.retevia.net/seo/

Value of a Millisecond

20ms =
+ 0.2% in sales
= $400 million

2 sec = 20% in revenue
= $1.1 billion

https://www.retevia.net/prisoner/



https://www.retevia.net/prisoner/

Hardware: —
$1000/Gbps







PDM

estinationOptions Header:
this packet

# last received

ast packet sent and last received
n last packet received and last sent
o determine RTT and server delay

“IPv6 Performance and Diagnostic Metrics (PDM) Destination Option”
Ackermann et al.

10



this host

y remote host

ers for reading in packet captures
ption will let middleboxes add their

Ds://tC combines rfc8250 “IPvé
Performance and Diagnotic Metrics (PDM) Destination Option” and rfc8321

“Alternate-Marking Method for Passive and Hybrid Performance Monitoring” 4


https://tools.ietf.org/html/draft-fear-ippm-mpdm-01

M Reserving Bits

ReteV|a / I I ;7‘ : ﬁ — \
- <] o | - e 3 o
)| : ) : I :
2001:db8:xxRR::/48 . I —| U — —]
2001:db8:xxRR:DTAA::/64 7z , . o |
R = Region 0-255 \ 2001
Trust Trust Trust Trust Trust
Zone 0 Zone 1 Zone 2 Zone 3 Zone 4

T = Trust Zone 0-15
AA = Application 0-255
Region 17 (Ox11),

Trust Zone 4,
2001:db8:9a11:24 :O123:4567:89ab:cde11;
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ﬁ Simpler Container Numbering
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m Simpler Container Numbering

Retevia

2001:db8:002:1::1/64

2001:db8:f002:2::4/64

2001:db8:f002:3::4/64

2001:db8:f002:4::4/64

)



3
Wﬁ Simpler Container Numbering

Retevia

VLAN 55
VLAN 77

2001:db8:f002:2::4/64

16



rol over Routing

ackup route pre-calculated (FRR)
make things complicated

17



ﬁ Segment Routing (SRvé)

Retevia
2001:db8:4560:f010::
= Ay,

RN A
PN
\
\ /’ \\ /
/
PN @
PN

2001:db8:4560:f011::
2001:db8:4560:f012::

SN X"/ 7=~ __2001:db8:4560:f020:

18



AN

Segment Routing (SRvé)

Retevia
Locator Instruction \
2001:db8:4560:f010:: | ::100
~~__ 2001:db8:4560:f010::
2001:db8:4560:f012:: | ::200 | = TT=~<._ NV
¥ X/ T~<__  2001:db8:4560:f020::

2001:db8:4560:f010:: | ::100 R T~a A

. } 4 \\ T~

. \\\ // \\ ‘/ K\
2001:db8:4560:f002:: \ , N
\\ , . /,
\ / \ /

2001:db8:4560:f011::

/ \
/
PN @
PN

2001:db8:4560:f012::

L)



ﬁ Segment Routing (SRvé)

Retevia
- 2001:db8:4560:f010::
~~~~~~ W
/ -~

IP Lookup

RN A
PN
\
\ /’ \\ /
/
PN @
PN

2001:db8:4560:f011::
2001:db8:4560:f012::

~<_ 2001 :db8:4560:f020::

20



AN

Segment Routing (SRvé)

h\

Retevia
Locator Instruction
2001:db8:4560:f010:: | ::100
2001:db8:4560:f012:: | ::200
2001:db8:4560:f010:: | ::100

~~._ 2001:db8:4560:f010::
~~~~~ “

¥ "/ 7=~.__ 2001:db8:4560:f020::

/

/
2001:db8:4560:f002::

2001:db8:4560:f011::

\ /

/
NV
X

2001:db8:4560:f012:: @

21



AN

Retevia

Segment Routing (SRvé)

Locator

2001:db8:4560:f012::

200

Instruction \

2001:db8:4560:f010::

~-__  2001:db8:4560:f010::
~~~~~ NV
AV

S~a - 2001:db8:4560:f020::
\ V4 \\
\ / ' S~ S
\\ '/ \\ @
4 \ \

\ / \

’ \ ’
/
o (D)
4N

2001:db8:4560:f011::

2001:db8:4560:f012::

22



AN

Segment Routing (SRvé)

Retevia
Locator Instruction \
2001:db8:4560:f012:: | ::200
~-__ 2001:db8:4560:f010::
2001:db8:4560:f010:: | ::100 |  TT=~~_L_ NV
7 . ¥ "/ 7=~<__ 2001:db8:4560:f020::
) N\ /" '\ \\‘~~_\A/'
\\ / \\ ‘/ K
\ / \ \
\ /’ \\
\
\\ /’ \\ /’

y. N /)
@ s,
PN /
2001:db8:4560:f011:: ><
2001:db8:4560:f012::

2]



@"\ Segment Routing (SRvé)

Retevia

Locator Instruction \
2001:db8:4560:f010:: | ::100
- 2001:db8:4560:f010::
N T -
PN T~ >< -

“~<_. 2001:db8:4560:f020::

/ \ — ~
\ ~
/! \ AN S~ S
\
/ \\ / \ K
\ 4 \ \

/
2001:db8:4560:f002:: \ ,/ S
N N , N /,’
’ NN ’
’ N
’ 2001:db8:4560:f011:: @

@ 2001:db8:4560:f012::

24



AN SRv6:
v6: So What?

EVUE

No LDP, RSVP-TE, NSH; underlay and overlay are
the same protocol (IP)
TI-LFA: precalculated backup route for FRR

Service chaining
o NFV topology and service are in the same header
o Chain HW and SW appliances in native IP

No state tables for NFV or TE

Incremental deployment
SDN support implicit A



atory Drivers

26



/\. Competition

All | have to do Is
outlast the
— competition

All | have to do Is
outlast the
— competition

/

/ /

()

Why is it so
expensive to
build a new

network?

()

\




~

Retevia

eutrality
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ystacles

d why it maybe should be)
and demand (48%) are the main

ation to IPv6 deployment. A lack of skills
anisation is also making IPvé6 deployment
group feedback, many organisations also see
al benefit in implementing IPv6, reducing the
s absolutely necessary for their organisation.”

30


https://www.apnic.net/wp-content/uploads/2018/09/2018-APNIC-Member-Survey-Report.pdf

Member Survey

55%

48%

isation

46%

or reasons to adopt IPvé6

35%

35%

33%

stems do not support IPvé6

22%

ers do not support IPvé

17%

of IPvé6 deployment is too high

16%

The risks of deploving IPv6 are too hiah

13%

31
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Retevia

1. We're safe
2. NAT keeps
3. At least wi

a thing of

4. |IPv6is mo

Po

eptions
n IPvé6 yet.
canning Is

Sec.

33



AN IPvé6:

Retevia

Unless you s to disable

IPv6, LLA is
Some fire
Some IDS/

Many IPvé nels

34



3

Retevia

NAT is not a Firewall

35



3
ﬁ Basic NAPT Translation

Retevia

192.0.2.133

192.0.2.80 443

192.168.1.4 | 2385

TCP
192.0.2.80 443 g

36



3

Retevia

What about p2p or gaming?

B, go talk to Aon 192.0.2.133:4765

SRC | 192.0.2.133 | 4765

! TCP
= DST  192.0.2.80 443

& S

37



3
ﬁ If NAT was FW, packet drops

Retevia

SRC | 192.0.2.229 | 2781

SRC | 192.0.2.133 | 4765 TGP
: TCP } DST 192.0.2.133 | 4765
: DST | 192.0.2.80 443

A N
XN '4

38



3

Retevia

Full cone NAT forwards *

SRC

. DST 192.0.2133 4765 TCP

. Fwd | 192.168.1.4 | 2385
P\

39
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EVIE

o 2°% =GN
e But withi

include
o

2
::80
1
:beef
:<192.0.2.x

es
addresses

O O O O O

40
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Retevia

e 2001:db8:f00

O <QUI>ff:f
o Pick OUls

e [ookup or x
o Q1.0.8.0.

e Scan BitTorrent
o

re EUI-64

addresses

for address logs

41



A
: Host Scanning Mitigations

EUE

e FW/IPS blocking ICMPvé that looks like scanning

e FW or host configured to drop ICMPv6 Echo Request
o But not ICMPvé6 PTB!

m Policing is possible to prevent DoS of large packet floods,
m But too-big packets can only arrive on routers with links of different
MTUs

e Ignore what | said earlier about mnemonic addresses
e Privacy extensions: randomly change address

42
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EVIE

Rfc2401 “Se
says

ments for
ns that

This section
all IPvo
implement

So it's manda

t Protocol”

43






i

EVIE

Vulnerability

e Unauthe

o Hello,
m No

o Hello,
e Cache ta

45



i

ReteVia

e Some admi

what addr

W
e Mitigatio
@) Log Ne

|| Sys|o
o 80200

.

46



a3

EUE

Send packets with spoofe
to a multicast address,

Vi Ct' m |Address

Smurf

e address (the victim)
onses to DOS the

| Description | Scope |

FFO1::1

FF02:0:0:0:0:0:0:1
FF02:0:0:0:0:0:0:2
FF02:0:0:0:0:0:0:5
FF02:0:0:0:0:0:0:6
FF02:0:0:0:0:0:0:C
FF02:0:0:0:0:0:0:12
FF02:0:0:0:0:0:0:FB
FF02:0:0:0:0:0:1:2

And many more!

All Nodes Address Node-Local
All Routers Address Node-Local

All Nodes Address Link-Local

All Routers Address Link-Local

OSPFIGP Link-Local

OSPFIGP Designated Routers Link-Local

SSDP Link-Local

VRRP Link-Local

mDNSvé Link-Local

All_DHCP_Relay_Agents_and_Servers Link-Local

https://www.iana.org/assignments/ipvé-multicast-addresses/ipvé-multicast-addresses.xhtml

47



0

Retevia

Nei

naustion

Who is 2001:db8::1?

48



”\ﬁq, Neighbor Table Exhaustion

Retevia

Address MAC State

@ 2001:db8::1 | unknown | Open

I I A
I : g Who is 2001:db8::27? ]

49




m Neighbor Table Exhaustion

Retevia

Address MAC State
@ 2001:db8::1 | unknown | Open
2001:db8::2 | unknown | Open

Who is
2001 :db8: ffff: ffff: ffff: ffff: ffff: fif?
0




”\ﬁq, Neighbor Table Exhaustion

Retevia

Address MAC State

\® 2001:db8::1 | unknown | Open
2001:db8::2 | unknown | Open

Who is
2001 :db8: ffff:ffff: ffff; ffff fff: ffff?

91



s Ping Pong Attack

Retevia
\
(\All . NANNA (1 M aY nnN l
001:db8:0:f001::2/64
Who is
2001 :db8: ffff:ffff: ffff; ffff fff: ffff? B 7 B L L o

2001:db8:0:f001::3/62

Address MAC State Address MAC State
2001:db8:0:f002::1 = unknown | Open 2001:db8:0:f002::1 ' unknown | Open

2001:db8:0:f002::4 | unknown | Open 2001:db8:0:f002::4 | unknown | Open

52



MV
0
SEUE

e /127 netma
e ACL onun
e NDP Que

o |f device
entries a
queue

e Rate limit IC
e and several m

xisting
=Y

53
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Retevia

e Secure path
o Send reg

o Each nod
o CA confir

e Use key pa
o CryptoGr

e SendRS:; Ro
o Uses SHA-T an

o Because longer

U, requiring frag

54
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Retevia
e |2 switch can
e Multiple po
o Block RAs
o Allow RAs

o Allow RAs
o Or use pre

e Switch can b
e Off -> Learning

us RAs

icy

rding

55



A SAVI

EUE

Source Address Verification Improvements against
spoofing

FCFS SAVI: first user of address (within prefix list or
RA) is authorized user

SeND SAVI: drop packets where SRC not certified
SAVI with DHCP: snoop DHCP, drop packets from IP
addresses not assigned by DHCP

SAVI-MIX: if two SAVIs conflict, resolve in order

56



q/\’\ v6-on Iy

Retevia

e First Hop S

- DHCPv6
- RA Guar
- Source G
e Data center:

57
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Retevia

Intended policy: traffic gets filte
through VPN

58



3

Retevia

Intended policy: traffic gets filtered
through VPN

VPN

Effective policy: traffic takes shortest

or happiest path
Or traffic fails to DS server, or if

DNSé64 is in use

99



\

'
SEUE
e Remembert

e SeND RA m

o Local sen

e RA with ma
o Send mult

e Good place

rag
e with SeND

ailing silently

60
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EVIE

e Extension
o HBH
DO
Routin
Fragm
AH, ES
o Others. ..

e |4 or higher

o Parse all heade pper-Layer Header

62


https://tools.ietf.org/html/rfc5095
https://tools.ietf.org/html/rfc7045

i

EVIE

e Link local
o |ICMPv6

O

O O O O O

Destin
PTB

Time
Parame
Echo Re

Echo Rep

63
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EVIE

o 22/50 top
o 20oft
o Linked

e [Preput
o Block
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EVIE

THC
IPv6-Too
FT6 Fire
Many ex

IP

Tools
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EVIE

Running a
exposure a
vectors: |P

k
ttack

nt Guidelines”
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ng Problem
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Retevia

Multihoming Status Quo

SRC 172.16.43.99
DST 192.0.2.80

68



@\

Retevia

Multihoming Status Quo

SRC 192.0.2.41
DST 192.0.2.80

From

172.16.43.99

To State —
1
192.0.2.80 EST [ T
.
|
-
172.16.43.99

69



@\

Retevia

Multihoming Status Quo

SRC 192.0.2.80
DST 192.0.2.41

From

172.16.43.99

To State —
1
192.0.2.80 EST [ T
.
|
-
172.16.43.99

70



ﬁ Multihoming Status Quo
Retevia

From To State Y

172.16.43.99 192.0.2.80 EST (L
— ._ -

SRC 192.0.2.80 g

DST 172.16.43.99 172.16.43.99




qﬁ

Retevia

The Multihoming Problem

00 30
1 1
1 1
1 ) 1 )
L) S RS— | (L
------- r
9
SRC 2001:db8:f002:1::123 I
DST 2001:db8:9ae1:1::80 g
2001:db8:002:1::123

72



ﬁ The Multihoming Problem

Retevia

From To State 1

2001:db8:f002:1::123 | 2001:db8:9ae1:1::80 | SYN I

|
SRC 2001:db8:f002:1::123 I
DST 2001:db8:9ae1:1::80 g




@\

Retevia

From

2001:db8:f002:1::123

The Multihoming Problem

To State

2001:db8:9ae1:1::80 | SYN

SRC 2001:db8:9ae1:1::80
DST 2001:db8:f002:1::123

74



@\

Retevia

From

2001:db8:f002:1::123

The Multihoming Problem

To State

2001:db8:9ae1:1::80 | SYN

SRC 2001:db8:9ae1:1::80
DST 2001:db8:f002:1::123

S



@\

The Multihoming Problem

Retevia
From To State
2001:db8:f002:1::123 | 2001:db8:9ae1:1::80 | SYN
i 000

SRC 2001:db8:9ae1:1::80
DST 2001:db8:f002:1::123

76



AN
\ Two Networks

Retevia

00 43

SD-WAN Policies:
. Direct access to cloud
Office365

. General browsing through
cloud security
. Data center connectivity
through MPLS VPN
a. Backup option through
encrypted Internet VPN

ISP: 2001:db8:5¢
Corp: 2001:db8:

:febc:def0
ff:-febc:def0

)0

77



<y
\ Two Networks

Retevia

00N ) 43 001:0 30

Which source address
should | use?

ISP: 2001:db8:5678 aff:febc:defO

Corp: 2001:db8:efS :9aff:febc:def0

78



AN

Retevia

Two Networks

2001:db8:ef99:abcd:5
678:9aff:-febc:def0?
Will ISP even route it?

ISP: 2001:db8:5678

Corp: 2001:db8:efS

aff:febc:defO
:9aff:febc:def0

79



@\

Retevia

[Pv4 /247

678: 9aff febc def07 |
Should I also get an

Two Networks

ISP: 2001:db8:5678

Corp: 2001:db8:efS

aff:febc:defO

:9aff:febc:def0

80



@\

Retevia

Two Networks

5678: 9aff febc defO ?
How does HO
FW/SDN know it?

ISP: 2001:db8:5678

Corp: 2001:db8:efS

aff:febc:defO

:9aff:febc:def0

81
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§ alNS
Retevia

Source Address Selection

) 1. Avoid unusable destinations
o PrOVISlon 2. Prefer matching scope
] 3. Avoid deprecated addresses
N Cl ude 4. Prefer home address
S 5. Prefer matching label
e ourc 6. Prefer higher precedence
o |P adc g Ere]ter nativ”e transport
: refer smaller scope
o HTTP 9. Use longest matching prefix
o DNS S| 10. Leave order unchanged
o Default

Sorry - this prc

See orag/html/draft-ietf-intarea-provisioninc

leading candidate (ide'

for

82


https://tools.ietf.org/html/draft-ietf-intarea-provisioning-domains-02

@\

Retevia

Network Prefix Translation

001 :c 30
00 00
1 1
1 1
1 1
) )
L) — L
r
9
SRC fc00:1234:f002:1::123 I
DST 2001:db8:9ae1:1::80 g

£c00:12343§002:1::123

83



ﬁ Network Prefix Translation

Retevia

001 :c 30
00 48 00 )+ /A8
From To L
I
fc00:1234:f002::/48 2001:db8:ef01::/48 ] 1

SRC fc00:1234:f002:1::123 I
DST 2001:db8:9ae1:1::80 g

£c00:12343§002:1::123




@\

Retevia

Network Prefix Translation

001 :c 30
SRC 2001:db8:ef01:1::123
DST 2001:db8:9ae1:1::80
2001 /48 00 2::/48
From To 1 T
I
2001:db8:ef01::/48 —

fc00:1234:f002::/48

£c00:12343§002:1::123
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ﬁ Network Prefix Translation

Retevia

001 :c 30
SRC 2001:db8:9ae1:1::80
DST 2001:db8:ef01:1::123
@
2001 /48 00 2::/48
From To L
I
fc00:1234:f002::/48 2001:db8:ef01::/48 ] 1

£c00:12343§002:1::123



ﬁ Network Prefix Translation

Retevia

001 :c 30
00 48 00 )+ /A8
From To L
I
fc00:1234:f002::/48 2001:db8:ef01::/48 ] 1

SRC 2001:db8:9ae1:1::80 I
DST fc00:1234:f002:1::123 g

£c00:12343§002:1::123
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EUE

Connecting the Office

What else should | worry about?
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r IPv6 deployment (ISPs,
n be done)

ered, a summary of reports
ft's IPv6-only experiences
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